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Adversarial attacks

The approach consists in computing the smallest norm perturbation on input data such
that, for a given input x, the pertubed input is misclassified by the neural network, that is, it
erroneously affects the input to a given class j instead of the expected one.

Published as a conference paper at ICLR 2019

CAMOU: LEARNING A VEHICLE CAMOUFLAGE
FOR PHYSICAL ADVERSARIAL ATTACK
ON OBJECT DETECTORS IN THE WILD

Yang Zhang1, Hassan Foroosh1, Philip David2, and Boqing Gong3

1 Department of Computer Science, University of Central Florida
2 Computational and Information Sciences Directorate, U.S. Army Research Laboratory

3 Tencent A.I. Lab
yangzhang@knights.ucf.edu, foroosh@cs.ucf.edu,

philip.j.david4.civ@mail.mil, boqinggo@outlook.com

ABSTRACT

In this paper, we conduct an intriguing experimental study about the physical ad-
versarial attack on object detectors in the wild. In particular, we learn a camou-
flage pattern to hide vehicles from being detected by state-of-the-art convolutional
neural network based detectors. Our approach alternates between two threads. In
the first, we train a neural approximation function to imitate how a simulator ap-
plies a camouflage to vehicles and how a vehicle detector performs given images
of the camouflaged vehicles. In the second, we minimize the approximated de-
tection score by searching for the optimal camouflage. Experiments show that the
learned camouflage can not only hide a vehicle from the image-based detectors
under many test cases but also generalizes to different environments, vehicles,
and object detectors.

1 INTRODUCTION

Is it possible to paint a unique pattern on a vehicle’s body and hence hide it from being detected by
surveillance cameras? We conjecture the answer is affirmative mainly for two reasons. First, deep
neural networks will be widely used in modern surveillance and autonomous driving systems for au-
tomatic vehicle detection. Second, unfortunately, these neural networks are intriguingly vulnerable
to adversarial examples (Akhtar & Mian, 2018).

Szegedy et al. (2013) found that adding imperceptible perturbations to clean images can result in
the failure of neural networks trained for image classification. This motivates a rich line of work on
developing defense techniques for the neural networks (Akhtar & Mian, 2018) and powerful attack
methods to defeat those defenses (Athalye et al., 2018a). Moreover, the adversarial attack has been
extended to other tasks, such as semantic segmentation (Arnab et al., 2018), object detection (Xie
et al., 2017), image captioning (Chen et al., 2018a), etc.

Figure 1: A Toyota Camry XLE in the center of the image fools the Mask R-CNN object detector
after we apply the learned camouflage to it (on the right), whereas neither plain colors (on the left)
nor a random camouflage (in the middle) is able to escape the Camry from being detected.
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Figure: The camouflage fools the Mask R-CNN object detector (on the right), whereas plain colors
(on the left) is being correctly detected.
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Adversarial attacks

Mathematically, the adversarial perturbation is defined as the solution of the following
minimization problem:

Solve
min∥∆x∥2

subject to
C(x+∆x) = j.

(1)

Where j is the target class and C(x+∆x) the class of the perturbed image.
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Adversarial attacks

This problem being difficult to solve, most of the approaches that generate adversarial
examples commonly resort to solving the following problem:

Solve
min c∥∆x∥2 + L(x+∆x, j),

(2)

where L is a given loss of the image with respect to a given target class.
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Adversarial attacks

Solve
min∥∆x∥2

subject to
C(x+∆x) = j.

(3)

We introduce a novel method to try and solve this problem more accurately using second
order information.
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Thank you for your attention and see you at the poster corner.
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